
11/30/20

1

| 1

Champika Wijayatunga – Regional Technical Engagement Manager - APAC

27 November 2020

IDN, UA and EAI
In collaboration with CDAC 
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IDN Program Objectives

Enable deployment of domain names in the

local languages and scripts of global communities 

in a secure and stable manner.
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Key Fundamental Aspects
Unicode, UA, IDN 
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ASCII Domain Name Label

www.cafe-123.com

Forming ASCII Labels
Use LDH
• Letters [a-z]
• Digits [0-9] 
• Hyphen [H]
Label length = 63
Other constraints (e.g. on hyphen)

Forming ASCII Labels
Use only Letters 
• Letters [a-z]
Label length = 63

Second-level 
domain

Top-level 
domain (TLD)

Third-level 
domain

①②
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Domain Name Mnemonics in ASCII

Using  LDH
• Letters [a-z]
• Digits [0-9] 
• Hyphen (H)

②
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Top-level Domain Name Mnemonics in ASCII

Using  Letters only
• Letters [a-z]
• Digits [0-9] 
• Hyphen (H)

①
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ตวัอยา่ง.ไทย

Internationalized Domain Name (IDN) Labels

IDN
second-level 

domain

Syntax of IDN Labels 
Valid U-Label: Unicode 
code points as 
constrained by the “LDH” 
scheme within IDNA 2008

IDN
top-level 
domain

Syntax of IDN Labels
Valid U-label, further
constrained by the 
“letter” principle for TLDs

①②

| 8

Unicode

● Encoding glyphs into codepoints

● In specifications, codepoints are shown in hex
using the U+XXXX notation

● Codepoints are typically carried using the UTF-8 
(Unicode Transformation Format, 8 bit) format
○ variable number of bytes for a single codepoint.
○ ascii is used as is
○ gold standard for carrying Unicode codepoints, in web, 

protocols, etc...
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IDN Mnemonics 
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Unicode

● Multiple ways to use a glyph:
○ “è” =  U+00E8

○ “`e” = “è” = U+02CB U+0065

○ Normalization is a process to insure that

whatever the user type, the end representation

will be the same.

■ for the two entries above, Normalization Form
C(NFC) will generate U+00E8 for both

● Note: case folding is not stable (i.e. upper
to lower to upper does not always result
with the same value)
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Internationalized Domain Names (IDN)

● Enables using non-ASCII characters for 
any label of a domain name
○ not all labels of a domain name may be

internationalized
○ ex: exâmple.ca

● User uses the idn version, but the idn is
converted into ascii
○ exâmple => exmple-xta => xn--exmple-xta
○ the xn-- prefix is added to identify an IDN
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Internationalized Domain Names (IDN) (cont.)

● Example process of using idn:
○ User enters in a browser: http://exâmple.ca

○ Browser do normalization on the user entry

○ Browser convert exâmple.ca in an ASCII compatible 
representation, called Punycode[RFC3492] and adds
‘xn--’ in front of it.
■ xn--exmple-xta.ca

○ Browser calls the DNS for getting the IP address of xn-
-exmple-xta.ca

http://ex%C3%A2mple.ca/
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Internationalized Domain Names (IDN) (cont.)

● The protocol is named IDN for Applications 
(IDNA)
○ Two versions: IDNA2003 and IDNA2008. Latter is the 

currently used one.

● U-Label is the Unicode native representation of 
an IDN label: exâmple

● A-Label is the Punycode representation of an IDN 
label: xn--exmple-xta
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IDN-based Abuse

Credit: Mike Schiffman, Farsight Security
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IDN-based Abuse

Credit: Mike Schiffman, Farsight Security
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IDN-based Abuse

Credit: Mike Schiffman, Farsight Security
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IDN-based Abuse

Credit: Mike Schiffman, Farsight Security
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Universal Acceptance (UA)

● How to appropriately support 
internationalized identifiers and long TLDs

○ Internationalized identifiers: 
■ idn
■ eai
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Universal Acceptance (UA) (cont.)

○ Longer string TLDs:
■ Some time ago, TLDs were two or three characters

long (i.e. .ca, .com). Then TLDs were longer strings 
(i.e. .info, .google).

■ Some applications are still verifying that the TLD 
entered by a user has a maximum of 3 
characters…

Added/removed TLDs:
■ TLDs come and go on a daily basis. Some 

applications are verifying the correctness of a TLD 
based on a static list which is not the latest one.
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Categories to Support for UA Readiness

¤ Domain Names
¡ Newer top-level domain names: example.sky
¡ Longer top-level domain names: example.melbourne

¡ Internationalized domain names ����-��.��

¤ Internationalized email addresses (EAI): 
¡ ASCII@IDN marc@société.org
¡ Unicode@ASCII ईमेल@example.com
¡ Unicode@IDN ��@����-��.��
¡ Unicode@IDN; right to left scripts عقوم . لاثم @ لیم - یا

Accept Validate StoreProcess Display

| 21| 21

Key Fundamental Aspects: 
Email 
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Email Terminology
● Mail User Agent (MUA): 

○ The software used by the user who sends and receives email.
○ Nowadays, with web mail, the MUA is an application run in a browser 

environment

● Mail Transfer Agent (MTA)
○ A software, usually on servers, who transfers mail on behalf of the user to 

another MTA.

● Mail Submission Agent (MSA)
○ A software, usually on servers, which receives the email from the MUA. 

Typically, this function is bundled with an MTA.

● Mail Delivery Agent (MDA): 
○ A software, usually on servers, which receives the email from an MTA 

and is the final destination for the email. It typically stores the email in a 
file (or a database) and waits for the MUA of the destination user to fetch 
the email. Typically, this function is bundled with an MTA.
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Email: How to find the destination server

● When sending email to user@example.com, the 
method to find the destination email server is by 
querying the DNS for the MX records of the 
domain.

● For example, the MX records for example.com
could be:
○ MX 10 server1.example.com
○ MX 10 server2.example.com
○ MX 20 server3.example.com
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Email Delivery Path

Using email software for 
both users

Using Web email for both 
users

● mix is also very common:  Email software for one 
user, Web email for other user.

● Mail server is the MTA, and for the source and 
destination servers, is also MSA and MDA 
respectively

● Mail User Client can be on desktop, laptop or mobile
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Email Delivery Path Considerations

● Each user of an email communication chooses
his own email environment/software/setup 
independently

● The sender does not know the receiver email 
environment
○ Therefore, the sender does not know which protocols

are used to deliver email
○ Therefore, the sender does not know if the receiver

email supports some features
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Email Delivery Path Considerations (cont.)

● The delivery goes through a chain of email 
servers. 
○ The number of email servers is unknown
○ The actual chain of servers 

■ is unknown at the beginning
■ may change for any subsequent email sent

○ The features supported by each email server is
unknown to the path, or from the sender.

○ Features are only discovered one hop at a time. (i.e. 
the next hop)
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Email Address 
Internationalization (EAI)
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Email Address Internationalization

● Email syntax:  leftside@domainname

● Domainname can be internationalized as an IDN 
(U-Labels or A-Labels)

● Leftside (also known as local part/mailbox name) 
with Unicode (UTF-8) is EAI

● Side effect: Mail headers need to be updated too
to support EAI. Mail headers are used by mail 
software to get more information on how to 
deliver email.
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Email Address Internationalization (cont.)

● As not every email servers are supporting EAI, a 
negotiation protocol is used to only send EAI 
when the target server supports it. 

● The SMTPUTF8 option is used within the mail 
transfer protocol (SMTP: Simple Mail Transport 
Protocol) 
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EAI Protocol Changes

● SMTP
○ Is augmented to support EAI 
○ Has a signaling flag to specify support of EAI
○ All SMTP servers in the path must support EAI to 

successfully deliver the email

● POP/IMAP
○ Are augmented to properly support EAI
○ Have a signaling flag to specify support of EAI
○ Could “half support” EAI by providing a downgraded

email version to the non-EAI conforming email 
software clients
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EAI Protocol Changes: SMTP

● SMTP Server announcing the support of EAI on 
the initial greeting
○ EHLO SMTPUTF8

● SMTP Client connecting to the compliant SMTP 
Server:
○ MAIL  SMTPUTF8

● Headers may have UTF-8 content

● Email body already supports UTF-8
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SMTPUTF8 Example

S: <connect>
R: 220 receive.net ESMTP 
S: EHLO sender.org
R: 250-8BITMIME
R: 250-SMTPUTF8
R: 250 PIPELINING
S: MAIL FROM:<��@����-��.��> SMTPUTF8
R: 250 Sender accepted
S:RCPT TO:<ray@receive.net>
R:250 Recipient accepted

SMTP

S R
Server S forwarding an email to server R

Specific 
SMTPUTF8 
Signaling (ie. EAI 
support)
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SMTPUTF8 Example (cont.)

S:DATA
R:354 Send your message
S:From: �	 <�	@����-��.�
>
S:To: ray@receive.net
S:Subject: �������?
S:
S:How about lunch at 12:30?
S:.
R:250 Message accepted 389dck343fg34 
S:QUIT
R:221 Sayonara

Email itself

mailto:ray@receive.net
mailto:ray@receive.net
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EAI IMAP/POP Protocol Changes

● POP:
○ UTF8 command

● IMAP
○ ENABLE UTF8=ACCEPT command
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Protocol Changes, Delivery Path Considerations

● To send and receive an email with EAI: 
○ All email parties involved in the delivery path

have to be updated for EAI support

○ If a single SMTP server in the path does not 
support EAI, then the email is not delivered. 
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Protocol Changes, Delivery Path Considerations

● What happens when one email (SMTP) 
server in the path does not support EAI?
○ The last server trying to send to the next hop:

■ Sends back to the sender user a report of unable to 
deliver

■ Drops the email
○ Similar to reports that a sender receives when

an email address does not exist.
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Protocol Changes, Delivery Path Considerations

● What happens when the receiver client software 
(IMAP/POP) does not support EAI?
○ The IMAP/POP server can be “nice”:

■ By providing a downgraded version of the email
● Changing the EAI to some non-EAI version of 

the local part
○ If IMAP/POP server can not be “nice”, then should

send a report back to the sender, 
■ But that is not always possible as the “mail server” 

may just be an IMAP/POP server, not SMTP
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Additional Considerations

¤ Case folding: 

¡ In ASCII, email users expect the equivalence of lowercase and 
uppercase. For example, PETER@example.com and 
peter@example.com will be delivered to the same mailbox. 

¡ Typically for EAI, such case folding functionality is not 
automatically implemented in most EAI-ready software.

¤ SPAM: 

¡ EAI emails may be considered as spam by spam filtering software 
even when proper SPF/DKIM records are enabled.

¤ Software/Services: 

¡ Not every server/client software and services support EAI.
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Acceptance of Email Addresses in Websites Globally

0% 10% 20% 30% 40% 50% 60% 70% 80% 90% 100%

ascii@ascii.newshort

ascii@ascii.newlong

ascii@chinese.ascii

chinese@ascii.ascii

chinese@chinese.chinese

arabic.arabic@arabic 2020
2019
2017
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Estimated Support of EAI in Email Systems Under All TLDs

Only 9.7% of the domains sampled were EAI ready; 
based on mail servers found through MX records in zones of All, Large, non-IDN and IDN TLDs.

For details on methodology, see UASG021D: EAI Readiness in TLDs
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EAI/IDN/UA Additional Information

● http://uasg.tech
● http://icann.org/idn

Visit us at icann.org

Engage with ICANN – Thank You and Questions

Email: champika.wijayatunga@icann.org

https://uasg.tech/wp-content/uploads/documents/UASG021D-en-digital.pdf

